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Abstract; The personal identification number (PIN) and encryption technologies are commonly used to form dual
protection mechanism for smart cards. In this paper, a novel power analysis attack with a cut off power technique a-
gainst smart cards is proposed. This attack can bypass the restriction on the times of PIN inputs to obtain it through

the exhaustive search, And the differential power analysis experiment on DES implemented in an exemplary smart

card showed that the secret key of DES was recovered successfully with 40000 plaintext samples,
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Function VerifyPIN(pin, length)
{ RemainingCounter= Triesl.imit;
if RemainingCounter>0
{ Input(pin, length);
if length===CardPinlLength &
CompareArrays(pin, CardPin, length)==true
{ RemainingCounter= TriesLimit;
return true;
}
RemainingCounter——3;  }

return false;
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Function CompareArrays(valuel, value2, length)

{ for (i = 0; i <C length; 1+-4)

{ if (valuel[i] ! = value2[i])

return false;

}

return true;

}
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